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Abstract

In [1], Rescorla and Dik proposed using passive sessiecoiding and timestamping to gvde third-party audit-

ing capabilities for SSL. This apmdc enables dispute resolution for electronic transactions without modifying
exsting applications or installing client-side PKI. The practicality of ls@cs/stem appach requires both cost-
effective deployment and seeuapture & network speeds. This report describes the design and implementation of
the recoding portion of the system. Usi$8000 worth of commodity hduware combined with an off-the-shelf fthar

ware curity modulewe ce\eloped a device that could lieve successful captes at peak speeds up to 380 Mb/s
and sustained speeds of 178 Mb/e &80 demonstrate the feasibility of clustering multiplehsdevices, whit

would enable cost-effective capglat 1 Qo/s.

1 Introduction

SSL [2] and its follow-on protocol TLS [3] (colleedly referred to as SSL) are by far the most widely used Internet
security protocols, to a great degree because dieeeasy to implement and deplddoweve, SSL is a channel
security protocol so its security properties are ephemeral—third parties carifiothem at a later date. If twpar-
ties engage in a transactionen SSL and subsequently dispute its contents, neither party can demonstrate which of
their asserted versions is correct. Thididifty limits the usefulness of SSL for electronic transactions teigirg
confidentiality and in certain cases authentication.

The standard response to this issue is to recommend that the parties cryptographically sign their messages using
a dandard format such as [4] or [5]. While theoretically sound, this approach has seen only limitgcheepl®r
example, one might imagine that the banking industoylel be at the forefront of cryptographic signature adoption.
However, according to a banking industry publication [6], while VeriSign generated 25,000 server certificates for
financial institutions from 1998 to 2001, it generated only 345 client certificates. Vioa®lexplanation for this
disparity is that financial institutions require server certificates to support the use ofis&ntrequire client cer
tificates because these institutions do not widely eynplgptographic signatures.

In [1], Rescorla and Dick observed that it is possible to use authenticated recordings of SSL traffidéaapro
evidentiary trail. The asserted benefit of this approaeh @yptographic signatures is that it has venry lspact on
the «isting transaction systemoTet fairly strong security guarantees, it requires simply installing a device on the
network and deploying a small piece of saditw on all server machineso Tet very strong security guarantees, it
requires replacing the sems’ SSL implementations with hardened SSL accelerator devices. Masizations can
implement either of these options purely from an operational perggegiihout the full software upgrade project
usually required to depjocryptographic signatures. Mores, this type of auditing has the additional advantage of
providing a substantial amount of forensic evidence vestigate fraud or attacksxecuted using an SSL-protected
connection.

In September 2002, we ¢ a poject to determine the practical feasibility of using an SSL auditing system in
a typical commercial or geernmental setting. Whad already built a software-only prototype that demonstrated the
capture of SSL traffic and subsequent decoding of SSL sessions without compromisingetie gamate key.
Therefore, technical feasibility was not a concern. Rathertoped to demonstrate that we could build a fully
secure device for reasonable cost that would eel@xeptable performance.

This work was sponsored by DARRontract SPO700-98-D-4000.

The authors would li& to aknavledge the support of Broadcom, for piding us with our gigabit ethernet
switch.



2 Overvie w of S SL Auditing

Understanding the course of our project requires a basic understanding of SSL auditirgaijstiigraphic signa-
tures, SSL auditing is a systenwderather than an applicationvid solution. Therefore, it is straightforward to
build an understanding of the solution by starting with topology of the target system.

2.1 Target Topology

Figure 1 shas a typical topology for an SSL-based transactional system. An SSL client and an SSL server commu-
nicate on behalf of a client application and a seapplication, respewetly. The SSL client initiates a single TCP
connection to the SSL server via the Internet and runs the application protec85a. The application protocol
typically has either no security capabilities or authentication capabilitiesTdnlg, once the transaction is finished,
neither side can prve the contents of the transaction. As will become cleamhele dso hare o take into account

the stores where the SSL implementations keep theatptieys.
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Figure 1 Typical SSL Transaction System

2.2 Capture Components

Capturing the transactiongeeuted using this topology requiresraml discrete elements. First, we must create a

record of SSL sessions by dimfj the network connection, identifying SSL packets, and saving thentaN\this

component the recording application or Recorder and/iésgackets in a session store that may reside on the local

disk or attached storage. Second, we must secure these records against tampering by hashing them, combining them
with a timestamp, and signing them with a securely storedtprikey. We all this component the master applica-

tion or Master and it returns the signatures to the Recorder so that ivednesa along with the captured data. Fig-

ure 2 shows the addition of these components to the SSL transaction system.
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Figure 2 Adding Capture Components]

2.3 Replay Process

The Recorder and Master operate while the client and server applicagongedransactions using SSL. When we
want to review a transaction at a later time, we require more components. The replay process requires a number of
steps to ensure the@all security of the system. A human operator initiates a replay requesalMhe component
that handles this request the replay application or Rlagdulfill the request, the Player must reieehe recorded
session and corresponding timestamp from the session store and signature storeelgspace it validates the
timestamps, all the Player needs is the SSLessrwrivate key o replay the session. M@ver, we don’t want the
SSL server to completely expose itsvpie key because that will compromiseeey session.

Therefore, the Player submits the handshpiktion of the SSL session to a component on the SSlerserv
machine that can access iesykdore within the machine’trust boundaryWe all this component the velation
application or Reealer This component applies the serg private key o the handshakand extracts only the traf-
fic keys for the session of interest. ThevRaler encrypts these traffieys under the Mastes public key. Therefore,
the Player must t&kthe additional step of sending thessskback to the Master for decryption. This extra step
ensures that the Mastevhich is highly secure, can perform access control and logging. Once it has the agaffic k
from the Masterthe Player can replay the session of interest. Figurev@sstin@ complete set of components neces-
sary for capture and replay.
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Figure 3 Adding Replay Components

2.4 Potential Configurations

Figures 1 through 3 essentially reflect the logical configuration of the system; there are a number of pdential dif

ent physical configurations. Figures 4 through 6astimee of the most important ones. Figure 4 is the mosdbod
configuration: all the client components run on a client machine, all the server components plusaiee R@ on

the server machine, all the capture components run within a single device, and there is a dedicated machine for the
Player.
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Figure 4 Basic Physical Configuration

However, & the start of the project, we did not bebehat a single capture device could possibly capture SSictraf

at 1 Gb/s. Because capture at this speed appeared to be a potential commerciaéranteigrequirement, we
knev we would need to cluster multiple dees. W thought it might be more costfe€tive o have multiple
Recorders in their own diees with timestamping performed by a single Master device. Therefore, we would need
the capability to split the capture into separate physical componentsvas ish&igure 5. From a d@elopment
standpoint, enabling this architecture requirgdrasing the necessary discipline to makire the Recorder and
Master software were truly independent.
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Figure 5 Split Capture Configuration

Furthermore, there is a trenduards offloading SSL processing from semapplication machines to gairfiefency

through the use of dedicated cryptographic processing and decouple the scalability of SSL connection processing
from the scalability of application transaction processing. Companies such as F5, Intel, and SonicWadl saltimak
devices. Morewer, as dscussed bels, using dedicated SSL hardware offers potentially greater security guarantees
because thecan guarantee that the serg private key reve leaves its key dore. Figure 6 shows the SSL transac-

tion system with this physical configuration.
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2.5 Security Guarantees

We £parate security guarantees into tasses based on the point in time where one party might want to generate a
false record of a transaction. Guaranteeaireg reactie fraud preent the parties from altering records after the
device has captured a transactione \@nsider this case the most common—one party realizes that it has made an
error and does not want to bear the cost of remediation. Guaranteest ggoactie fraud preent a party from
planning to generate alternagirecords before the device has captured a transactienmoMgider this case less
likely—the cost of installing the device-based system and then circumventing it is probably greater than for other
means of fraud.

There are three primary types of reeetiraud. First, a party may attempt to modify the record of a transaction.
However, each record has a cryptographic timestamp, so such a modificaiidd tave © include a forged times-
tamp, which requires compromising thevpre key used for timestamping. 8frevent this attack by storing thiel
in a hardware security module (HSM) and performing all timestamping operations within the H&tboundary
These security modules areadable off-the-shelf and conform to the Federal Information Processing Standards for
cryptographic devices (FIPS 140-1) [7]. Adkefour device is certified againstyagectronic or physical attack.

Second, a party may attempt to insert & necord into the system and then claim it is the correct record of a
previous transaction. Again, timestamping using the HSMagmts this attack. Each timestamp has both a transac-
tion time and a sequence numbmaking it easy to unambiguously determine which af petential records of a
transaction came first. An attacker might think that he could simplyweihe original record, bringing us to the
third form of reactie dtack, an attempt to delete records. A party thvensothe device containing the record in
guestion could perform such a deletionwéwer, this attack wuld leare a @p in the record sequence numbers. By
presuming that gngaps are the fault of thevmer, we pgrevent the attacker from gaining aibenefit from such dele-
tions.

Proactve dtacks are more problematic. Consider the typical transaction case. A human user logs oeto a serv
system with a password and thewautes a transaction. In most cases, the party as the server either controls
this password or cana@ access to it. Once he has it, he can arrange for a confederateute draudulent



transactions that look exactly ékegtimate transactions from that usewen if the user employs SSL client authen-
tication, it is possible for an attacker with access to theessmrivate key o instrument the server so that he can

hijack session. Note that this hijacking is not possible if the server uses a hardened SSL device because nobody can
access the de&e’s private key. In the password case, the only real protection is taking the responsibility for record-

ing transactions out of the servpartys hands. The user or hisganization could run its own Recorder and then
compare the server parsywersion of the transaction to its own. Altermely, both parties could agree that a third

party, such as the server parsyiSE would securely administer the Recorder.

3 Project Goals and Approach

Given the operational ease-of-use and substantial security guarantees, we felt that the practicality of SSL auditing
for commercial or geernmental use desesd investigation. W proceeded by setting the system goals, creating an
initial design, and allocating time tov@come the likely obstacles. As discussed Wwelwe were luclky enough to

have aur results closely match these expectations.

3.1 Goals

Our goals reolved primarily around cost constraints and desired throughpiivdhe almost certain that we could
build a useful system with veryxpensve aistom hardwre, but commercial and gy@nmental deployment euld
rely on keeping costs in line with widelyailable network deices such as VPNSs, fisalls, and intrusion detection
systems. @ meet this budget, we kmewe would hare o use two primary platforms: a server based on commodity
x86 hardvare and an off-the-shelf HSM from a reputable maciufrer We celiberately set the cost constraints for
the commodity hardware on thenlend, figuring ®en modest success at that cost could scdlectfely to large
installations. Moreeer, we knew that most HSMs were fairlyxpensve and we would need to reseeva sibstantial
budget for this component.

For throughput goals, we considered the typical infrastructure at commercial aedrgental installations.
Medium-sized installations typically run their transaction servers on a 100Mbp/s LAN whgesized installation
typically use a 1Gb/s LAN. Wwanted the ability to seevmedium-sized installations with a single device, so our
prototype would hee o provide at least 100Mbp/s of throughputeW¥anted to ser a hrge-sized installation with
a duster of no more than eight devices, so our prototypadvhare © provide at least 125Mbp/s of throughput with
linear scaling of additional devices. Because the devicesdwoperate in a completely pagsisiffing mode, we
would hare © achieve this throughput with zero packet loss.

3.2 HSM Timestamping

We were very concerned about the throughput of timestamping on the HSM. Cryptographic signing operations typi-
cally consume a lot of processingwym. Moreover, due to the additional security engineering andegament certi-
fication, HSM processing peer typically lags substantially behind that of commodity hardware. Therefore, before
the project started, our initial design split timestamping into i@ces. The first piece comprised queuing captured
paclets, hashing them, and marshalling them for signing.gahned to recute these functions on commaodity
hardware, and then pass the marshaled hashes to the HSM. Using this approach, the HSM would expend processing
power only for signing operations.

In choosing an HSM, we relied on our yirs investigation into the capabilities and prices of the alteveati
The IBM 4758 offered the best choice. It has FIPS 14@ ke certification and can accommodate custom applica-
tions running on its processdts list price ($3000) is among the cheapest and its widiahility means that dis-
counts are sometimes possiblee Yid $600 for our units. FinallyBM does not charge for the custom application
development kit. While thg don’t support it eitherthe community of 4758 delopers is large enough to mide
some lgel of peer assistance. The 4758 hasats for Windows and Linux. © keep costs den, we therefore chose
Linux as our platform operating system.



3.3 High Speed Capture

In choosing our hardare platform, we considered the potential bottlenecks in the system. Capturing on a 1Gb/s net-
work would require a lot of I/O bandwidth so we tnthe commodity hardware required a 64-bit 66MHz P@.b

To accommodate the 4758, it would also require a 32-bit 33MHz PCI basisd/knev that the network data pro-
cessing wuld be processor intensi AMD Athlon MP’s gpeared to hae the best price/performance ratio, so we
settled on a dual processor Athlon MP platforne M¥d a great deal of di€ulty deciding on the disk technolagy

While we knev that recording captured transactionsuld be disk intensg, the highest throughput technology is
SCSI RAID. This technology is quitexgensve because manufacturers charge a premium for both the bsst b
adapters and the disks themselvesrifwally we decided to gie price more weight and settled on 7200 RPM IDE
disks.

3.4 Clustering Feasibility

As noted abee, we wanted the capability to capture transactions on a 1Gb/s LAN with a clustericésdel here-

fore, we planned to wuestigate the implementation of such a capability during this project. Unfortunétéiy
implementing and testing clustering would require more time andyrtbaa we had in our budget, so we settled
for examining feasibility onlyOur plan was to implement a simple algorithm for partitioning SSL sessions among
clustered machines using a hash that included some combination of machine addresses and SS¢ ihtordstrak
tion. We would then use this algorithm to run a cluster af tmachines to verify that we could successfully capture
transactions and roughly determine the scaling properties of a cluster.

3.5 Potential Obstacles

As with ary research project, we had some a priori expectations about the potential obstacles to implemeatation. W
divided these obstacles intodwategories, HSM and sniffing, reflecting the physical partitioning of our system. F
the HSM, our biggest concern was actually getting it working in a deviedad¥®d tvo primary obstacles. First, we
had to intgrate the HSM into the combined hardware environment. The IBM 4758 Linet dras unsupported
and known to work only for an oldewsion of the operating system. Second, we had to port our prototype signing
application to the 4758. Exuting such applications is also not supported and the 4758 uses its own arcane operat-
ing system called CP/Q. &\foresav a substantial amount of f&frt overcoming these obstacles. Fronviesving
IBM’ s gecifications, we felt that the 4758%rformance was likely to be adequate for our purposes and we could
do little to affect this performance inyaoase.

For sniffing, we had more of a general concern about performance. Most of these concerns had to do with drop-
ping packets. W really couldnt afford to drop ap 0 we would hare 0 srvice the Ethernet interface venfief
ciently. We foresav that context switching between capturing data and processing would be a potential bottleneck.
Because of our decision to use IDE disks, we were also concerned with the amount of time it veotol avited
captured packets to disk. Even through the absolute throughput of the diskishave been enough to sustain a
high capture rate, we couldréfford diverting too magy processing resourcesvay from the network data to per
form disk writes.



4 Implementation

4.1 Platform

As mentioned in Section 4, all components are currently in the same physicaleimsie W/ commaodity rack mount
PC, as shown in Figure 7.

Processor Duahthlon MP-2000+

Motherboard Yan S466-4M

Memory 1024vB

Network Intel PC/Pro 1000 (for sniffing)
onboard 3c59x (management)

Disk 2Maxtor 80GB 7200 RPM IDE

Operating System  Red Hat 7.3 (Linux Kernel 2.4)

HSM IBM 4758 model -002

Figure 7 Recording system specifications

Linux was chosen as our operating system specifically because Liwversdriere sailable for the IBM 4758.
However, we quickly discovered that the 4758 SDK was only compatible with Linux kernel 2.2, whicktisreely
downrey. For stability and performance reasons we deemed it better to use a more modern vertierefdre had
to port the SDK to kernel 2.4 (Red Hat 7.3). This port is described in Appendix A.

4.2 Recorder

The recorder has four primary tasks xeite:

1. Read sniffed packets from the network.

2. Writets_reqs to the Master for signing.

3. Read timestamps from the Master.

4. Write timestamps and signed packets to disk.

The Recorder is implemented as a single Linux process. Rather than use threedgsadle handled via a central-
ized callback mechanism. This alle maximum portability between operating systems (we might someday want to
move © FreeBSD) as well as allowing tight control of scheduling amildeng the need to lock data structures when
passing them between threads.wéeer, it does create the necessity for extreme care in the amount of time
expended by anindividual callback to woid starving other tasks. Figure 8 sfmthe relationship between thariz

ous stages.
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4.2.1 Packet Capture

Packet capture is accomplished byayvof the PCAP packet capture library (Phibdd’s prototype libpcap-0.8.1104
<http://public.lanl.gov/cpw >) An event is registered on the file descriptor associated witiptap_t
contet structure and when the file descriptor is ready to read the readable callback fires. The reading callback
invokes FCAP to read paaks up to a maximum of 10,000 packets (compiled into the Recorder code). This read is
done in non-blocking mode so if fewer packets &siable the call returns anyway.

As each packet is capturedisareq structure is created containing the packet data and some metadata such
as the connection numbepacket index and arrival time. Thists_req structure is then threaded onto the
packet in_q . If necessaryan eent is scheduled for the write to the Master.



Preventing Packet Loss

Servicing the pacelt input from PCAP is the most critical task performed by the Recorder and controls its ability to
handle peak loads. If grother part of the Recorder has a performance glitch, the size ofatlweists_req

gueues increases and awessve anount of memory is consumed. Once the load is reduced these quentess e

ally empty Under sustained periods of high load, of course, the queues willtgraonsume all @ailable memory

but the amount of such memory is very large and bounded only by the amount ofvailapea

By contrast, the amount of space in tlegnel read bffers that we are servicing is fixed and generally quite
small. By default it is 64k but in our Recorder we increase it to 50MBerifeless, this represents less than 3 sec-
onds of traffic on a 100 rgebit Ethernet. When thisuifer fills up the kernel starts dropping packetscket drop-
ping isnt ordinarily a problem with TCP because the sender will just retransmite¢ng because we're a passi
listener as bng as the packet is reeed and ACKed by the receer no retransmit will occurThus, capturingeery
packet is critical.

In order to preent paclet loss, we need to do three things: First, we need to ensure that all other callback
actions are relately short so that the packet reading callback is servicgalady. Second, the packet reading call-
back must be greed@ur callback reads up to 10,000 patkat a time. If it actually succeeds in reading a full
buffer it assumes that étfalling behind and goes inemegency modeby deactating other tasks in order to\sa
CPU time for packet capture. Finallye reed a relatiely large input liffer to smooth out temporary spikes and
starvation. As previously mentioned we increase the size of the buffer to'50MB

4.2.2 Sending requests to the Master

Sending requests to the Master is re@yi straightforvard. The next group of packets is chosen out of the
packet in_q . The packts are hashed and the hashes plus metadata are marshalled into a single data structure
(see Figure 9) which is then transmitted to the Master an SSL connection. (The specification language is from

TLS.)

struct packet_info {
uint16 length;
uint64 conn_num;
uint64 packet_seq;
uint8 direction;
uint64 recorder_sequence_number;
uint64 arrival_time;
uint32 tcp_sequence_number;
opaque data_digest<255>;
opaque running_digest<255>; // unused

Figure 9 Request data structure

length is the werall request length

conn_num is the connection number

packet_seq is the sequence number of the packet in the connection

direction is the direction the packet was flowing (initiator to responder)
recorder_sequence_number is the werall sequence number of this packet as xeddby the recorder
arrival_time is the time that this packet ared at he recorder

tcp_sequence_number is the TCP sequence number in the packet

1. Inperformance tests we dis@ed that the MMAP packet mode of PCAP produces very substantia@tpack
loss rates at high network speed® #tribute this to the small size of the MMAP packet ring (32,768 giagk



data_digest is a SHA-1 digest of the data

In order to leep the cost of this callback small the number of requests that may be transmitted is limited to what will
fitin a single SSL record (197). In order toyam@ starvation, writes are performed in non-blocking mode. If a write
returns with a would-block error then a flusrer is scheduled. In gncase, once a request has been successfully
written to the Masterthe releant packets are threaded onto tsewait_q  while the Recorder waits for the
master to return a timestamp.

When to schedule a sending event
The decision about when to schedule a sendimegteequires balancing promptness awdrbead. If we schedule
sending gents only when a lge number of packets are ready for timestamping then timestampsasilsdie out
of date. If the data rate is high then thistignfroblem but if the data rate isWathen the timestamps may be quite
incorrect. On the other hand, if we schedule a sendiagt @heneer a packet is ready we may end up with each
ts_req inits own SSL record. This would result in a large amount of per-packet\@8iead.

In order to balance thesedwoals we adopt a strategy adapted from BORgle algorithm [8]. Sendingrents
are only scheduled when either there are no outstanding unsigned timestamp requests or when a fulbt3SL pack
worth ofts_req s is ready to be sent. This approach is self-clocking. Under conditions of higkslaad, s ae
sent in large groups forwooverhead. In conditions of o load thg are sent singly to maximize prompt signing.

4.2.3 Receiving responses from the Master

The Recorder gisters a callback to fire when the socket from the Master becomes readable. The callback reads the
timestamp from the soek and writes it to disk. It then mes the signeds_req sto thets _save q and sched-
ules a saving callback if one is not already registered.

4.2.4 Saving packets to disk

In principle, saving the timestamped packets to disk is straigtafdrveimply loop through all the packets, create
stored_packet structures, and write them to disk. Waver, we encountered a fe difficulties with our initial design
that required us to modify it for acceptable performance.

The first problem we encountered was starvation from multiple writgsgiken timestamp may og@r a large
number of packets, especially at high data rates. If all of thesetpaare written to disk at once enough time may
be consumed to stavhe capture task. Instead, we write a single packet fronstisave g to disk per gcle
through the eent loop. This strategy recognizes that writing packets to distiriteés critical than reading them
from the network. Reading from the network is a bottleneck on peak capture whereas writing to disk is only a prob-
lem for sustained high capture rates.

The second problem we encountered was a result of wantingedasszh connection in an individual file, as
discussed in Section 4.2.4. Unfortunatéyving a large number of files open means that #raéd has to do a lot of
seeking in an attempt to write each file contiguauBlys results in substantial skdovn and once again causes
stanation and packet loss. The fix is to write all packet data to a single file and demudtipteln order to aoid
exceeding filesystem limits we automatically close the current file and open@neeat 1 GB.

Storing Packets
Packets are stored as a sequence of the structures shown in Figure 10.

struct stored_packet {
uint16 length;
uint64 connection_number;
uint64 packet_seq;
uint32 flags;
uint64 timestamp_id;
uint16 timestamp_index; // Unused
uint32 tcp_sequence_num;
opague packet_data<0..2"16-1>;

Figure 10 Stored packet format



length describes the total length of the structure

connection_number is an inde& that increases by one for each connection the recorder has seen.
packet_seq is the sequence number of the packet within the connection

flags is a flags word used to indicate special packets such as the start and end of the capture
timestamp_id is the sequence number of the timestamp thagrsdhis packet

timestamp_index is intended to point to the timestamp entry within the timestamp for this packet. It is currently
unused

tcp_sequence_num is the TCP sequence number of the packet
packet_data is the actual captured packet

Because eacttored_packet structure contains a connection number and sequence numbessetiself-contained.
This allows a number of arrangementsr fhaximal cowenience when replaying a connection, each connection
would be stored in itsven disk file. Havever, for the performance reasons discussed/@hibis necessary to store
the data initially to a single file. It would be easy to write a background process to demitigpkingle pacht
stream into per-connection files, leaving us with the data structure shown in Figure 11. In this figure, weegee tw
arate connection files pointing to entries in a single audit log. Each audit eréry ane or more packets.

Entry 1
11 (1.1,2.1, 1.2)

Entry 2
1.2 (1.2)

Entry 3
13 (14, 2.3)
14 Audit Entries

Connection 1

21

2.2

2.3

Connection 2

Figure 11 Recorder data structure

The stored connection filewdi an a mir of IDE drives aranged in a RAID 0 configuration. Thare formatted with
the ext2fs [9] filesystem. ®ioonfigure the filesystem without journalling because in our tests with we found that the

journalling daemon would occasionally consume substantial amounts of CPU and result in packet loss when operat-

ing at very high loads. Without journalling ext2fs seems te lmore smooth behavior.

Storing Timestamps

Although timestamps are inherently sequentigénetwo consecutie packets might hee ronconsecutie tmes-
tamps. Accordinglyit is very corvenient to be able to ke random access to timestamps based on their sequence



numbers. Initially we used Begley DB for timestamp storage, Wwever the quantity of timestamps, both in terms of
number and size quickly led to errors.

However, the fact that timestamps are written sequentiallyerghough thg may be randomly accessed—
lends itself to a simple file based data structure.ug¢ tvwo files: a data file to store the actual timestamps and an
index file to store their file offsets. Each indentry is fixed at 8 bytes long. Thus, to find timestaxnpe can sim-
ply seek to position8in the ind« file, read the relant file offset and then seek to the appropriate position in the
data file. This data structure can be written very quickly and read comparitivily quickly and is thus ideal for our pur
poses.

4.3 Master

In our original design, the Master was made up af pieces, the Master application and the Sigiibe Master
application lves on a gneral purpose computer and proxies data to and from the .SieeBigner was tovde m
the 4758 and is responsible for actually signing the timestamp requests. The Master application has three jobs:

1. Read requests from the Recorder.
2. Assemble them into batches and pass them to the Signer
3. Return signed timestamps to the Recorder.

Unfortunately we 9on disceered that this design did not alidfor for asynchronous signing. The Linux API pro-
vided by the IBM with the 4758 only has a synchronous mode of operation. Using that API diceddyrequire
that the Master completely stall whilaiting for the Signer to complete a signing operation. This leads to peor per
formance.

In order to allav asynchronous operation, we split the Signer into preces, as shown in Figure 12. The proxy
application (csm4758)Mes on tie host and is a subprocess of the Makteommunicates with the Master via stdin
and stdout. In turn it communicates with the application on the 4758 (app4758) via the 4758 host API. This
approach allas the Master to treat the Signer as just another file descriptor to read and write from and thus asyn-
chronously transmit requests and reeeesponses.

Master

stdin stdout

csm4758

4758
library

Figure 12 Master interaction with Signer



app4758 is pretty simple. It sits in an infinite loop reading commands from csm#&&&jreg them, and returning
the results. For our purposes, the onlyvaie command is the request for a timestamp. app4758 uses itsdgdal k
sign the timestamp and returns the sequence nusdpgng time, and the signature.

4.4 Performance

In order to characterize the performance of our systemuilieabsimple testbed (shown in Figure 13) consisting of
four load machines and a capture machine on a switchatigkthernet network. @/used a prototype Broadcom
gigabit switch configured to mirror all traffic to the capture machine.

client 1 server 1

client 2 server 2

capture

Figure 13 Testbed configuration

Our load machines are commodity rack mount PCs, as shown in Figure 14.

Processor Pentiumil 1GHz

Motherboard £Lorp 6PLEF ATX (VIA 8633)

Memory 512MB

Network Intel PC/Pro 1000 (for sniffing)
Realtek 8139 10/100

Disk Maxtor40GB 7200 RPM IDE

Operating System  FreeBSD 4.7

Figure 14 Testbed system specifications

To generate load, we use the nttcp [10] client server pidip simply mees TCP data at maximum possible speed
from one machine to anothewnith our equipment, a single client/servpair of machines can do roughly 380
megabits of data traffic/second. Note that although we are generating TCP traffic rather thanf&Sthisa irrel-
evant from the perspecte d capture because we do not examine the traffic but merely store it.

4.4.1 Profiling Results

Because the Master operates under lload and self-adjusts to high load conditions, the Recorder is the-perfor
mance bottleneck. Profiling indicates that the three major time contributors to the Recorder are:

1. Storing packet data to disk.
2. Digesting captured packets.
3. Reading captured packets.

There are relately obvious &enues for impraing the performance of each of these tasks. The simplest is the

paclet data store. ¥use IDE disks and software RAID, both of which consumairagimount of CPU. Upgrading

to faster SCSI hardware RAID would likely significantly reduce the amount of CPU time consumed by storage.
We aurrently use SHA-1 to digest packets ag/thgive. Corverting to MD5 should produce a substantial-per

formance impreement with an acceptable reduction in secutitynight also be possible to further optimize the



SHA-1 code or emplpohardware acceleration. Finallhe MMAP paclet capture code is likely substantialbsfer
than the ordinary PCAP code. Wever, as previously noted, we beliee that its limited capacity was the reason for
high packet loss rates. This may be fixable.

Because we were able to aaldeaur performance goals without employing these optimizations, we did not
explore them ay further Howevae, they represent a potentialenue of future research for situations that cannot be
handled by a current recorder but where clustering is undesirable.

4.4.2 Sustained Load

We caracterize the performance of the system via fimary metrics: sustainable capture rate and peak capture
rate. Due to the inherent buffering of the system, thesentnwbers are rather different.
We have successfully used the recorder to capture sustained TG &bfl78 Mb/s data rate (193 Mb/s of
actual traffic). At this load, the CPU consumption is on the order of 90%. Thuspeet ¢hat although the actual
peak sustainable load is 200 Mb/s or so, running at these speeds one would be extremely susceptible to packet loss
from minor operating system glitches such as page faults or periodic cron jobs.

4.4.3 Peak Load

As previously mentioned, our scheduler is biasedatar fpacket capture wer packet timestamping and storage.
Thus, under peak load conditions, ttestvmajority of the CPU is spent reading packets from the network and allo-
cating space to store themeWkavesuccessfully captured paets at peak loads as high as 380 Mb/s (400 Mb/s of
actual traffic). With some tuning to the allocation andfdring algorithms we beliee that it would be possible to
see peak loads in the range of 500 Mb/svi@Isly, performing at this kind of load for grength of time requires
quite a bit of memorybecause the data is being buffered rather than stored to disk.

4.4.4 Simulated Web Traffic

Our periments she that nttcp allows us to maximally load the networkwideer, we dso performed tests with
simulated Web traffic ofarious numbers of connections and file sizes using the Apache Web Server [11]and the
traffic generation tool. After some initial performance issugslwing connection lookup we obsew similar per
formance under these conditions. This is unsurprising because almost all of the Recording logic is independent of
the number of acte mnnections.

4.5 Multiple Recorders

We epect that the ability to capture at 200 Mbp/s will bdisigint for nearly all applications. ke@ver, in certain

special cases it may be necessary to capture at higher speeds than a single unit can sustain. In such eases, the ob
ous approach is to use more than one Recorder machine. There are esseatigdlystwo deplg such machines,
clustered and independently.



4.6 Clustering

In a clustered system all the traffic is mirrored to multiple ports instead of one, with one mirror port allocated for
each RecordeEach Recorder sees all of the traffic and/tbeoperate to dide up the space of traffic so that each
Recorder processes only a subset of packets.

The simplest method of dividing the space of traffic is to use a hash function as described in[12]. Essentially
have ©sme function.

f (source addr, source port, dest addr, dest_port)

Each Recorder gets a portion of the hash values. If the hash lies ¥en gaglet lies in that hash space the patck
is accepted. Otherwise it is rejected. In order to ensure that each direction of traffiv@n®C§ connection goes
to the same Recordefr must be symmetrical with respect to the direction of packet hme simple such function
is:

f = source addr + source _port + dest addr + dest _port

The clustering approach hasaobvious problems, both related to agupie paclet load. Because all of the fiiaf

to be sniffed must bevailable to each Recorder then the maximum amount of gggréraffic that can be sniffed is

the capacity of a single link (in most cases 1 gigabit). In most cases this will not be an issue, but might be a problem
if traffic rates are extremely high.

The second problem is load on the individual Recorder machines. theugh the Recorder only records the
slice of traffic that is assigned to it, it must still examine each packet in order to determine whether it must handle it
or not. This can consume a significant amount of CPU time.

Our initial attempt at this sort of pastksegmentation was to simply add a rejection function to the Resorder’
paclet handlerUnfortunately profiling quickly revealed that just reading the packets from PCAP was consuming a
very substantial amount of CPU time. As a consequence, the Resadniéty to handle traffic was substantially
degraded.

A better approach is to reject the petkbefore theever reach application space. Linux and FreeBSD both
allow applications to install BPF [13] filters on capture ports. BPF filters are actually small progtecuied by
the kernel. Therefore it is quite easy to write a small hash function as.aMittesuch a filter in place, only the rel-
evant packets reach the Recorder application.

Because our switch was unable to mirror to multiple ports we were unable to directly measure clustering perfor
mance with tw hosts. Hovever, we were able to test with a single host and an aggte traffic load of 760 Mb/s.

With a BPF filter designed to partition the traffic in half our Recordes able to handle its share of the load.
Because the clustered Recordemild operate independently except for the occasional management message, traf-
fic coverage should scale appropriately with additionafices. W dso tested multiple Recorders on the samesph

ical unit against a single Master and verified that that configuration operated correctly.

4.6.1 Segmented Topologies

The second way to use multiple Recorders is to arrange the topology of tleeknietsuch a way that it splits the
traffic between multiple Recorders, as shown in Figure 15. This has thetage that the aggae traffic limit no
longer exists. Because each Recorder only sees the traffic destined for it, tlyet@d@eeording capacity scales
linearly with the number of Recorders.

The primary dificulty with this approach is that the topology is redsi fixed. As a consequence, the adminis-
trator needs to determine in advance what percentage fof tsafikely to be on each link in order to design the
topology If the trafic characteristics of the network change, the load allocation will be unrespendi paclets
may be lost.



Internet

ISP
v~/ Router

Recorder 1 Recorder 2

Server 1 Server 2 Server 3 Server 4 Server 5 Server 6

Figure 15 A segmented network

4.6.2 Shared Master

In the previous sections wevgassumed that each Recorder woulden#ss own MasterHoweve, as roted in Sec-
tion 4.5.1, the load on the Master is compaehtilow. It would therefore be possible for a number of Recorders to
share a single Masteks discussed in Section 5, the Master is explicitly designed with this configuration in mind.

5 Conclusions and Future Work

Our goal for this project as to deelop a practical version of our SSL Recording system. This meant that it had to
meet tvwo constraints: cost and performancee Were largely successful on both counts. The system described in this
paper has a current hardie cost of approximately $2600 ($2000 for the general purpose machine) and can perform
sustainable captures at 180 Mb/s and peak captures at 380 Mb/s.

This project demonstrates the feasibility of building an economical high speed capture appliamver, He
weak point nw is the absence of tools to handle th@éaamounts of captured data. There a@ oblems here.
The first is that the amount of disk storage consumed will quickly exceed the total amount of disk in our machines.
The fix for this is to use hierarchical storage such asanktattached storage and/or offline storage. TheaAded
Packet Vault [14] has already shn this to be possible when the data is spooled to tape, but we really want a more
complicated hierarghto provide ready access to more recent data. The second problem is being able to find the
appopriate connections for asgn transaction. This requires some way to bind transactions to connections.

The problem of replay is also largely unsmdv Although the original paper [1] describedvhim do smple
replay this is only useful for single connection manual replaymary cases it will be desirable to replay agar
number of connections and export them into some common forneata¥gnot explored this\enue to ag great
extent.

The problem of performance still deserves some attention. Currénigynot clear that tw recorders can



actually handle a gabit of aggrgae traffic. As previously noted, we beleethat with sufficient tuning, peak loads
of up to 500 Mb/s can be handled with a single recofides tuning has yet to be done.

A.1 Developing for the 4758

5.2 Drivers

IBM supplies 4758 dviers for Linux and Vihdows. The Linux dnrer is an Qpen Source dver distributed by IBM
Alphaworks. Unfortunatelythis driver is only compatible with Linux kernelersion 2.2. This version of Linux is
extremely old and we wanted to use a more modern version. Because the kernel had changed quite a bit between
versions 2.2 and 2.4 (mostly in the direction of adding more abstraction) we needed to povettie Bernel 2.4.

The issues are briefly summarized kelo

Wiait queues havehanged In the 2.2 kernel thereag a single queue element. In the 2.4 kernel, a BSD-style queue
was wsed with separateait_queue_head_t  andwait_queue t elements. W ported the wait queue han-
dling to the ne style.

Signals ae row handled indiectly. The old way to access the signal stack was to simg@ynae data structures
directly. The nev way is to use thedtnel-pravided API calls such asignal_pending() 7. We morverted the
relevant driver code.

Driver 10 addesses a acquired indirectly. The old way to find 10 addresses for devices was to exanaineus
structures directlyKernel 2.4 has pci_resource_start() call to do the same jobVe wse that.

Assorted structwr fiddling. In a rumber of cases structures added or deleted fields that were unused byettia dri
ary case. & added or deleted zero initializers as appropriate.

We havecontributed the dvier modifications back to IBM for redistribution by Alplvarks.

5.3 Building Binaries

IBM’s DK uses a somewhat unusual procedure to build binaries for the 4758:
1. Compile the objects using the ordinary platform compiler.

2. Link the objects using the ordinary platform linker and IBM-provided libraries (not ordinary libc!). The
"binary" is linked as a shared libranpt a final form object.

3. Translate the object into a translated binary using IBi&xIt  tool.
4. Sign the object and put it in a package for download using IB&4®dsk tool.
This procedure presentsdyroblems when moving from Red Hat 6.2 to Red Hat 7.3:

The SDK tools & linked to the wrong library veions The IBM tools are provided in binary form only and are
linked to various libraries from Red Hat 6.2. Red Hat 7.3 uses n@&ns&ons of these libraries. In order to get the
tools to run we had to cgpthe releant libraries from a 6.2 system to our 7.@epment system.

Translation doesit’'work with Red Hat 7.3 toolchain Red Hat 6.2 uses egcs version 1.1.2-30 and GNlgision
2.9.5.0.22. Red Hat 7.3 uses gersion 2.96 and GNU Id version 2.11.93.0.2. Unfortunatglgixlt  is very sen-
sitive  output format and cannot translate binaries compiled with themmolchain. In order to get successful
compilation we installed the older versions of gcc and GNU Id on our Red Hat 7.3 system.

5.4 A 4758 Emulator

In general, degloping programs on embedded platforms is redhtiunpleasant and the 4758 is no exception. In
order to mak devdopment easier we geloped a primitre 4758 emulator so that we could work on an ordinary PC.
The emulated program runs as a separate UNIX process on the same machine as the host-side application.



Communication between the host-side and "card-side" programs is by a pair of pipes.

Implementing this is comparadly simple. W designed a pair of libraries that replace those provided by IBM.
The host-side library implements the calls to communicate with the card as calls to send aedatcéiom the
subprocess. The card-side library implements the calls to communicate with the host as calls to communicate with
the parent process. In addition the card-side library implements the cryptparapbktate management functions
that would ordinarily be provided by the IBM-provided card side library.

This approach has a number of advantages. First, it allows ugdopleven while working on systems that do
not have a 458 card—such as laptops. Second, itvedlais to fix most bugs before weeehaveto use the card.
Because deigging on the card is a relatly difficult and slav process, this speeds upve®pment. Third, it
allowed us to do performance tuning withoubrwying about the performance of the 4758. This waauable in
the early stages of profiling when we wanted to deal withvasdeables as possible.

Currently the emulator is in a rather rough stateweeer, we kelieve that with some modest polishing ibwld
malke a wseful tool for other 4758 delopers. V¢ ae still exploring ha best to mak it available to the community.
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